SA WG2 Temporary Document

Page 1

SA WG2 Meeting #115
S2-162333
23 - 27 May 2016, Nanjing, P.R. China
(revision of S2-16xxxx)
Source:
Cisco Systems, Inc.
Title:
Evaluation and conclusion for supporting LI functionality (clause 6.1.1.12)
Document for:
Approval

Agenda Item:
6.8
Work Item / Release:
FS_CUPS / Rel-14
Abstract of the contribution: This paper proposes evaluation and conclusion for the solution for "performing LI functionality".
Discussion

This paper proposes evaluation and conclusion for the solution for "performing LI functionality".
1
Introduction

SA3-LI has confirmed the risk of providing UE's permanent identities to the user plane function in their LS S3i160218.

"SA2 is correct in identifying that user information subject to various privacy laws (such as Personally Identifiable Information or Customer Proprietary Network Information) are required to be reported over the LI X3 interface from the user plane function.  Hence there is a risk of unauthorized exposure of this user information, especially in the case of deployment of the user plane function in a third party environment."
Hence, we should design the support for the LI functionality by ensuring that the UE's permanent identities are not provided to the user plane function. 

The current solutions in the TR for "performing the LI functionality" both ensures the above principles and hence both can be further considered for the evaluation for the support of LI functionality.

2
Removal of editor's note on providing of UE's permanent identity to the user plane function (1st change)

For the support of "HTTP header enrichment" type of functionality, other solutions can be considered, e.g.
· The control plane configures the user plane function for forwarding of the specific HTTP packet and then performs the required header enrichment before passing the packet back to the user plane function for forwarding towards the UE or SGi; 
· The header enrichment information can be passed as a blob (which may contain UE's identity and other information) to the user plane function only if operator has ensured the adequate security measures of the user plane function to prevent any unauthorized exposure of the user information
Based on the above, it is proposed to remove the following editor's note.

Editor’s note: UE’s permanent identity might be required in the user plane for other feature (e.g. Header enrichment). This aspect is FFS.

3
Solution evaluation and conclusion (2nd change)

Considering the current description of the solution 1 and solution 2 and the LS response from SA3-LI in S3i160218, evaluation of the solutions is proposed.
Then, based on the following considerations, it is concluded to terminate X3 interface at the control plane function (as proposed in solution 1):

· The overall resources and performance requirements (to support lossless LI reporting functionality) for supporting the X3 interface is not very different from supporting the X2 interfaces at the control plane function.

· The system level bandwidth requirement (e.g. data centre hosting user plane functions) is not affected by termination of X3 interface into the control or user plane function. And hence, it is not clear if additional bandwidth requirement of Sx interface (by terminating X3 interface at the control plane function) is an issue.
· Solution 2 requires the user plane function to support X3 interface and protocol on a per deployment basis (since X3 protocol is not standardized). This would prevent the potential use of cheap and off-the-shelf hardware for the user plane function. Additionally, solution 2 cannot work with Rel-13 based LI functions DF3 (and potentially DF2) and results into higher provisioning and configuration overhead.

Proposal

It is proposed to agree to the following changes to TR 23.714.

* * * 1st Change * * * *

6.1.1.12.2.2.3
For LI reference point X3

As specified in TS 33.107 [6] clause 12.2.2, the UE’s data packet is duplicated and a copy (without modification) along with the additional information is provided over the X3 interface if reporting of Content of Communication (CC) is activated.

Although it is possible to terminate the X3 interface in the user plane function, there are following practical and functional implications:

-
There could be many user plane functions as compared to control plane functions in the operator’s network. Moreover, the user plane function may be added or removed dynamically in the system (to meet the data traffic throughput requirements) and located at the radio edge. In such a case, terminating the X3 interface in the user plane function could be operationally difficult, e.g. the IP connectivity between the user plane function and the DF3 needs to be ensured.

-
The UE’s permanent identities, e.g. IMSI, IMEI, MSISDN etc., are required to be provided to the user plane function, specifically for supporting the LI functionality, so that it can report the same over the X3 interface. However, the user plane function may be hosted in the third-party owned data centre without adequate security measures. In that case, passing the UE’s identity to the user plane function may risk the subscriber’s privacy and hence the operator may decide against it. Thus, the user plane function may not be able to provide all the information as defined today over the X3 interface.


-
Over the X2 interface the Packet Data Header reporting event may be activated. In that case, the packet data header information, which includes source IP address, destination IP address, source port, destination port, packet size, transport protocol, etc., along with other UE session related information such as APN, location information, RAT type, etc., are required to be provided over the X2 interface on a per packet basis (as specified in 3GPP TS 33.107 [6] clause 12.4.3.17.1). To support this, the SGW and PGW function terminating the X2 interface is required to have access to the UE session related information as well as each and every data packet.

-
Similar to the above, Packet Data Header Summary report is required over the X2 interface (as specified in 3GPP TS 33.107 [6] clause 12.4.3.17.2). To support this, the SGW and PGW function terminating the X2 interface is required to have access to the UE session related information as well as ability to summarize the data traffic on a per IP flow basis. The packet header summary includes packet header information, number of packets and bytes transmitted, start time, stop time, etc. of an IP flow.

Considering all of the above, it is proposed to terminate the X3 interface at the control plane function. However, this requires higher bandwidth for the Sxa/Sxb interfaces to transport the user data packets over it. As X3 has to deliver all intercepted communication to the delivery function, the control plane function now needs to support high bandwidth for this interface, worst case as much as the user plane function. In case 1 control plane function serves multiple user plane functions the X3 interface on the control plane function has to deliver the intercepted content of communication of all connected user plane functions.

* * * 2nd Change * * * *

6.1.1.12.4
Evaluation 

Solution 1: Terminating the LI related reference points in the control plane function
Pros:

-
No need to support X3 interface and corresponding protocol resulting into relatively simpler functional requirement of the user plane function. The data plane packets are forwarded to the control plane function which in turns generates X3 events.
-
No impact to the LI functions DF2 and DF3 and hence existing Rel-13 based LI functions DF2 and DF3 can be used.
-
Control plane functions are fewer and are more centralized compared to the user plane function. Additionally, the user plane functions may be dynamically added and removed to support changing traffic requirement. Considering all these, the provisioning and configuration overhead for terminating the X3 interface in the control plane function is relatively lower compared to terminating the X3 interface in the user plane function.

Cons:

-
To support X3 interface at the control plane function, the data packets are sent from the user plane function to the control function resulting into relatively higher data traffic and hence bandwidth requirement over the interface between them.

-
Since data packets are sent from the user plane function to the control plane function and then to the LI function DF3, the solution is relatively less efficient. Additionally, the control plane function has to reserve adequate resources to handle data plane traffic (for the subscribers for which LI reporting is activated) and support lossless LI reporting functionality.
Solution 2: Lawful interception architecture with the X3 reference points terminating at the user plane function
Pros:

-
No need to send data packets from the user plane function to the control function resulting into relatively lesser data traffic and hence bandwidth requirement over the interface between them.

-
Since data packets are directly sent from the user plane function to the LI function DF3, the solution is relatively more efficient. No need for any additional resources in the control plane function for supporting X3 interface.
Cons:
· -
The user plane function needs to support X3 interface and protocol. Since the X3 protocol is not standardized, a deployment specific protocol support is required resulting into relatively complex functional and implementation requirement for the user plane function.
· -
Changes are needed to X3 interface and corresponding protocol in order to avoid passing of the UE's permanent identities to the user plane function. Thus, Rel-13 based LI functions DF3 (and potentially DF2) cannot be used.
· -
User plane functions are generally distributed and located at the edge of the core network. Additionally, the user plane functions may be dynamically added and removed to support changing traffic requirement. Considering all these, the provisioning and configuration overhead for terminating the X3 interface in the user plane function is relatively higher compared to terminating the X3 interface in the control plane function.
6.1.1.12.5
Conclusion 

It is clear that termination of LI interfaces X1_1 and X2 shall be supported in the control plane function. The LI interface X3 can be terminated in the control plane function (as described in solution 1) or in the user plane function (as described in solution 2). Both the alternatives have their advantages and disadvantages as described in the evaluation section.
One of the disadvantage of solution 1 is that the control plane function is subjected to the additional requirements in terms of resources and performance (to support lossless LI reporting). However, even for supporting the "Packet Data Header" reporting event over the X2 interface, the control plane function is subjected to more or less the same level additional resources and performance requirements. The difference being, with X2 termination the control plane function receives only the data packet header and with X3 termination the control plane function receives the complete data packet (for the subscribers subjected to LI). Hence, termination of X3 interface at the control plane function primarily results in higher bandwidth requirement over the interface between the control and the user plane function.
Although termination of the X3 interface at the user plane function will not require additional bandwidth over the interface between the control and user plane function (i.e. Sx), the aggregate bandwidth requirements of the interfaces (i.e. the Sx and X3) into the user plane function still remains the same. Thus, the system level bandwidth requirement (e.g. data centre hosting user plane functions) is not affected by termination of X3 interface into the control or user plane function. And hence, it is not clear if additional bandwidth requirement of Sx interface (by terminating X3 interface at the control plane function) is an issue.
Solution 2 requires the user plane function to support X3 interface and protocol on a per deployment basis. This makes the user plane function implementation relatively complex resulting into higher development and testing efforts and cost. And thus, preventing the potential use of cheap and off-the-shelf hardware for the user plane function. Additionally, solution 2 cannot work with Rel-13 based LI functions DF3 (and potentially DF2) and results into higher provisioning and configuration overhead.
Considering all the above aspects together, it is concluded to terminate the X3 interface into the control plane function. For the subscribers subjected to LI and for which X3 events are to be reported, the control plane function activates the packet duplication at the user plane function.
* * * End of changes * * * *
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